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HORIZON VDI CLIENT ACCESS

Southwestern lllinois College has implemented virtual desktops and applications for use by select
students, faculty, and staff using Workspace One from VMware.

Workspace One can be accessed on campus and off-campus by using a web browser to access
https://portal.swic.edu , or by using the VMware Horizon Client. The Horizon Client is the preferred
method and instructions on how to download and configure it is included in this document.

Connections:

e If the user is using a device while connected to a trusted network on-campus, they will
authenticate via SSO (Single Sign-On). SSO will allow a user that is already logged into a domain
computer with their domain account, to not be challenged for the username/password again to
access Workspace One. If that is not available to the user, they will be prompted to enter their
SWIC username/password.

o If the useris connecting from a device not connected to a trusted network, they will be
challenged to provide their username/password and VMware Verify.

VMware Verify:

In order for the desktop connection to be secure, VMWare Verify is implemented to provide two-factor
authentication when using Workspace One. The app is downloaded to the user’s cell phone and will
receive push notifications that will ask the user to swipe to verify or to provide a token whenever
authentication is required.

Overview of steps for users to complete:

e Download and install Verify-Workspace One on their mobile device.

e Connect to Workspace One (https://portal.swic.edu) to access virtual desktops and apps.

e Download and install VMware Horizon Client to their PC, laptop, tablet, cell phone, device.
Once this is installed, users can access portal.swic.edu using the client rather than a web
browser.



https://portal.swic.edu/
https://portal.swic.edu/
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Setup Two-Factor Authentication

1. Download Verify — Workspace ONE through iTunes, Google Play Store, or the App Store of your
mobile vendor.

10S: https://itunes.apple.com/us/app/vmware-verify/id1105517463
K’ 4

Android: https://play.google.com/store/apps/details?id=com.vmware.verify

2. Launch the app and enter your cellphone number and click OK:

all T-Mobile & 3:56 PM 100% [©a)

Set Up
Let's turn this device into a secure token
ENTER YOUR YMWARE VERIFY CELLPHONE

+Code  Cellphone number

Make sure you use the same cellphone across all your devices

3. If you don’t have an account, you will be asked for your email address to create one. If prompted,
enter a valid email address and click OK.

ssee0 ATRT & 6:07 PM 100% o)

Set Up

Let's turn this device into a secure token
ENTER YOUR VMWARE VERIFY CELLPHONE

¥1 440463 4N

ENTER YOUR EMAIL

Email Address

4. For security, VMWare Verify will use your number to send you a registration pin. You can get
one via SMS (Text) or Phone Call. Once you retrieve this code, you will enter it on the VMWare

Verify mobile app.
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¢
X

Get account verification via: Optionally, you may also click the link in

the text message:
VMware Verify :

Enter your registration code:

Registration Code 0 messaces itk
C] 781-56

>ode can only be used once To finish registering VMware Verify click:
Phone call SMS vmverify://register/1-440-463-4051/275454 o...

SMS or Call are free and won't have
any extra charges

5. If prompted, create and enter a secure six-digit pin:

T P T
@ Verify
Set up your protection PIN
1 2 3
4 5 6
7 g 9
0

6. After entering the VMware Verify registration code and setting up your protection pin, VMware
Verify is ready for use on your mobile device.

AT 3a2PM 100% -

52 800 37

-
QG;
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Access VDI using Workspace One Access

1. Open aweb browser (i.e., Chrome, Edge, FireFox) and type https://portal.swic.edu . Once the
site loads in your browser select the SWIC.EDU domain.

>
£
Wor E
| SWIC.EDU |@
vmwart

2. Enter your username and password and click Sign In.

a. Employees use your username
b. Students use student ID number

3. VMWare Verify will prompt the you to approve the launch request on your mobile device or it
may ask you to enter a token.

»>
£

Workspace ONE"

Action is required:

Check the VMware Verify App to
approve the authentication
Request



https://portal.swic.edu/

4. On your mobile device, launch the Verify application and click Approve to verify and allow the

login request. Below is if you are asked to Approve. Note: Screenshot below may not match exactly what
you see for SWIC.

owee ATAT T 3nem 100% -

< Transaction

1

Manag

Please verify the info
not initiate this request.

Subject

Date:

5. If asked for a Verify token:

LY
Warkspace ONE
Action is required:

Copy the token from VMware
verify to signin

nter Token from VMware Verify

Sign in with SMS

6. After you have successfully authenticated, a list of available resources will be displayed. To
access the desired resource, click the Open link below the resource icon or double-click the icon.

[S[E] %
2 Werkaoce ONE x  +

&« C (¢ & idm.ufponiine.net/catalog portal/ulZisOnPremise=tr

isMobl.. o % @

istrotor e App Volumes Manace

3% Agps Bookmark Manager idavidson Ry View Ad

BOOKMARKS CATALOG =

Desktop (IC App Desktop

Volumes) (Office 2013)

pen i Opet & Oper A




VMware Horizon Client Download and Installation

1. Open aweb browser (i.e., Chrome, Edge, FireFox) and open the link: Download VMware Horizon
Clients - My VMware to download the VMware Horizon Client. Under Select Version, make sure

to select Horizon 7 (5.0).

& O @ & https://my.vmware.com/en/web/vmware/downloads/info/slug/desktop_end_user_computing/vmware_horizon_clients/horizon_7_5_0

my vmware Products Support Knowledge

Home / VMware Horizon Clients

Download VMware Horizon Clients

Select Version:

A @ Horizon Clients for Windows, Mac, i0S, Linux, Chrome and Android allow you to connect to your VMware Horizon virtual desktop from your device of
(RIS 7 (1) choice giving you on-the-go access from any location.

Click here for a list of certified thin clients, zero clients, and other partner solutions for VMware Horizon
Read More
Product Downloads Drivers & Tools Open Source Custom ISOs OEM Addons

Product
v VMware Horizon Client for Windows
VMware Horizon Client for Windows
> VMware Horizon Client for Windows 10 UWP
v VMware Horizon Client for Mac
VMware Horizon Client for macOS
> VMware Horizon Client for Linux
v VMware Horizon Client for iOS
VMware Horizon Client for iOS devices
Vv VMware Horizon Client for Android

VMware Horizon Client for Android 64-bit x86-based devices
VMware Horizon Client for Android 32-bit x86-based devices

VMware Horizon Client for Android 32-bit ARM-based devices

Note the full link if needed:

Release Date

2020-10-15

2020-10-15

2020-03-24

2020-03-20

2020-03-20

2020-03-20

Product Resources

View My Download
Product Info
Documentation
Horizon Mobile Clie
Horizon Community

GO TO DOWNLOADS

GO TO DOWNLOADS

GO TO DOWNLOADS

GO TO DOWNLOADS
GO TO DOWNLOADS

GO TO DOWNLOADS

https://my.vmware.com/en/web/vmware/downloads/info/slug/desktop end user computing/vmware horiz

on_clients/horizon 7 5 0

2. Go To Downloads for your device. Under Product, find the section for your device:

PC Desktop or Laptop running Windows — VMware Horizon Client for Windows
Apple Computer or Laptop — VMware Horizon Client for Mac
PC Desktop or Laptop running Linux — VMware Horizon Client for Linux

Android Phone or Tablet — VMware Horizon Client for Android

a
b
C
d. Apple iPhone or iPad — VMware Horizon Client for iOS
e
f.

Chrome Computer or Tablet — VMware Horizon Client for Chrome


https://my.vmware.com/en/web/vmware/downloads/info/slug/desktop_end_user_computing/vmware_horizon_clients/horizon_7_5_0
https://my.vmware.com/en/web/vmware/downloads/info/slug/desktop_end_user_computing/vmware_horizon_clients/horizon_7_5_0
https://my.vmware.com/en/web/vmware/downloads/info/slug/desktop_end_user_computing/vmware_horizon_clients/horizon_7_5_0
https://my.vmware.com/en/web/vmware/downloads/info/slug/desktop_end_user_computing/vmware_horizon_clients/horizon_7_5_0

3. Select version 5.5.0. and click Download Now.

Home / VMware Horizan ilnt for Windows
Download Product

select Version

Release Notes

Documentation
Release Date 20201015

Type Product Binaries

Product Downloads  Driv

File Information

VMware Horizon Client for Windaws.

4MB

File
Fil

ms. and SHAT checksums and SHA255 checksums

Product Resources
View My Download History
Product info

Documentation

Horizon Mobile Client Privacy

Horizon Community

DOWNLOAD NOW

4. Once downloaded, open/execute the file to start the installation.

VMware-Horizon-Cli...exe

Cpen file

ﬂ £ Type here to search



Windows Install

1. Click on Customize Installation

¥ VMware Horizon*

You must agree to the Privacy Agreement and License Terms before you can install the prodhuct

2. In default connection server enter portal.swic.edu

VMware Horizon®

Version 5.5.0

Where to install ()
C:A\Program Files (x86)\WVMware\VMware Horizon View Client -

Internet Protocol (1)

@) IPva

() Automatic Selection

Additional features
USB Redirection ()
Log in as current user (1)
Show "Log in as current user” menu option (1)

(L] Set default to "Log in as current user” (1)

Default connection server (1)

portal.swic.edu

Virtualization Pack for Skype for Business
Virtualization Pack for Skype for Business (1)

32-bit Core Remote Experience

(] Install 32-bit Core Remote Experience on this 64-bit machine (1)

Support for HTMLS Multimedia Redirection and Browser Redirection
& install Support for HTMLS Multimedia Redirection and Browser Redirection @

Enable Media Optimization for Microsoft Teams
¥ Media Optimization for Microsoft Teams (1)

You must agree to the Privacy Agresment and License Terms before you can install the product

Agree & Install

3. Click on Agree and Install
4. Click on Finish

5. When it asks, please restart your computer to ensure the installation finishes completely.
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MAC Install

Obtain and mount the VMware Horizon Client installer .dmg file.

Click Agree to the End User License Agreement.

Close window.

Installation is complete.

Drag the VMware Horizon Client icon to your Applications folder.

the Add Connection Server window will open. Enter portal.swic.edu for the name of the
connection server and click Connect.

ok wnNnE

MOBILE DEVICE

1. Download VMware Horizon Client through iTunes, Google Play Store, or the App Store of your
mobile vendor.

10S: VMware Horizon Client on the App Store (apple.com)

a

Android: VMware Horizon Client - Apps on Google Play

2. After you install and open the app, you will need to enter portal.swic.edu for the server name
and whatever you like for the description, then click Connect.

@

' |

L]
A

VMware Horizon

portal.swic.edu

SWIC VDI

L Cannect

L} ] <

3. Enter your username and password and click Login.


https://apps.apple.com/us/app/vmware-horizon-client/id417993697
https://play.google.com/store/apps/details?id=com.vmware.view.client.android

721386 % -

P
A

VMware Horizon
@ (& https://portal.swic.edu

Uscr Name

Password

1 @] <

4. Once you have logged in, you will see your desktop and app options.

g VMware Horizon F L @
ALL FAVORITES

@ @& @

AutoCadVDl  BCIS2015Desk  MasterCamVDI

@ =@ @

swic-IT SolidWorksVDI InfoShare

11} o] <
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Computer Login and Configuration

Horizon Client
1. Double-click on the VMware Horizon Client icon on your desktop or Start menu.
2. If you do not see the icon for portal.swic.edu, double-click the Add Server box. Enter the name
of the Connection Server: portal.swic.edu and click Connect.

3 VMware Horizon Client

New Server

LY

vdi.swic.edu

3. Double-click the portal.swic.edu tile. Enter your credentials and click Login.

VMWare Horizon HTML Access

1. Select VMWare Horizon HTML Access.

VMware Horizon VMware Horizon

You can connect to your desktop and applications by
using the VMware Horizon Client or through the
browser Usemame

The VMware Horizon Client offers better performance
and features

N2 @

Install VMware VMware Horizon sy
Horizon Client HTML Access Login

O crec
v ate Cancel

2. Putinyour Username (Students = student ID number) and password and select Login.
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7. Select the desired Desktop

= VMware Horizon x I=F

& O 8 httpsy//portalswicedu/portal/webclient/indexhtml#/launchitems

.._" Horizon Q [gearch w2 O >
BCISZ0MS MasterCam\VDI SolidWorksvDI
Deskiops

8. Your remote desktop will appear.

2 VMware Horizon x BS

< O G https;/portal.swic.edu/portal/webclient/index.html#/desktop Q a % ¥ “\

NERISRDENERER)

WiEL
Microsoft Edge
SN N

Ends your connection to this remote PC.

Disconnect

L Type here to search
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